
 

 

 2018/19  

 

 

 

` 

 

 

 

 
 

 

 

 
 

Brecon Beacons National Park Authority  

 
Block Review – Quarter 1 

October 2018 

 FINAL 



 
 

 
Brecon Beacons National Park 

Block Review – Quarter 1  
Page 1 

 

 

 

 

Block 1 Review 
 

 

INTRODUCTION 

1. This is the first review of the internal control arrangements at Brecon Beacons National Park. The review was carried out in June and July 2018 as part of the planned 
internal audit work for 2018/19. 

SUMMARY 

2. The areas reviewed and the type of review are shown in table below. For system reviews assessments of the effectiveness of the internal controls are also shown in 
the table below. These assessments are based on the evaluation and testing of the key probity risks. 

Summary of the Evaluations of the Effectiveness of the Internal Controls 

System 
Type of 
Review 

Assessment 

Governance – Performance 
Management 

Compliance Reasonable 

Risk Management Appraisal Substantial 

General Data Protection Act Appraisal Reasonable 

 

KEY FINDINGS 

3. The significant matters identified from the audit work undertaken which need to be addressed in order to strengthen further the control environment and the 
recommendations arising are set out in the management action plan section of this report. Recommendations for improvements should be assessed by the Authority 
for their full impact before they are implemented. 

4. The principal purpose of the review was to assess the effectiveness of the internal control arrangements in mitigating against risk. Operational Effectiveness action 
points were identified and opportunities for enhancements to the current arrangements are set out in the Operational Effective management action plan. 
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RELEASE OF REPORT 
5. The table below sets out the history of this report. 

Date draft report issued: 7th August 2018 

Date management responses rec’d: 17th October 2018 

Date final report issued: 22nd October 2018 

 

 



 
 

 

PRIORITY GRADINGS 

1 URGENT 
Fundamental control issue on which 
action should be taken immediately. 

 2 IMPORTANT 
Control issue on which action should 
be taken at the earliest opportunity. 

 3 ROUTINE 
Control issue on which action should be 
taken. 
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Management Action Plan – Priority 1, 2 and 3 Recommendations 
 

Rec. Risk Area Finding Recommendation Priority Management 

Comments 

Implementation 

Timetable 

(dd/mm/yy) 

Responsible 

Officer 

(Job Title) 

Governance – Performance Management 

1 Directed The final report on performance for the 
year is presented to Audit and Scrutiny 
Committee in its April meeting following 
the year end.   

Review of both the 2016/17 and 
2017/18 reports indicated that these 
were not complete. 

However, no further reports on 
performance for the year are presented 
to the Audit and Scrutiny Committee in 
relation to the missing information, 
resulting in some measures not being 
subject to review. 

The year-end performance report 
be updated in full prior to 
presentation to the Audit and 
Scrutiny Committee  

2 Agreed.  The updated full year 
information will be presented at the 
first meeting of the Audit and 
Scrutiny Committee in the following 
financial year. 

 

The Annual Report on corporate 
performance is submitted to 
Members in the Autumn following 
the end of the Financial year. 

 

By 31/05/19 

 

 

 

 

 

By 31/10/18 

All reporting 
Managers, IT 
Manager will 
compile the 
report for Cttee. 

 

 

All Reporting 
Managers,  The 
Annual Report is 
compiles by the 
Management 
Plan Officer 

 



 
 

 

PRIORITY GRADINGS 

1 URGENT 
Fundamental control issue on which 
action should be taken immediately. 

 2 IMPORTANT 
Control issue on which action should 
be taken at the earliest opportunity. 

 3 ROUTINE 
Control issue on which action should be 
taken. 
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Rec. Risk Area Finding Recommendation Priority Management 

Comments 

Implementation 

Timetable 

(dd/mm/yy) 

Responsible 

Officer 

(Job Title) 

2 Compliance Review of the year end performance 
report for 2017/18 and the first quarter’s 
report for 2018/19 highlighted that 
performance data had not been 
provided for all indicators. 

All performance indicator owners be 
required to provide a commentary or 
performance statistics for each 
quarterly performance report. 

2 All reporting staff are required to 
enter a comment against each PI on 
at least a quarterly basis.  Each 
quarter’s report is reviewed by 
Management team and any 
strategic issues and actions 
identified.  Management Team will 
review the detailed performance 
data and the information supplied by 
reporting officers on a regular basis 
to identify and address gaps and 
issues. 

A summary report with related 
officer commentary and 
management team comments is 
compiled by the IT Manager and 
reported to the next available Audit 
and Scrutiny Cttee. 

For Q2 report- for 
Audit and 
Scrutiny Cttee.  
26/10/18.  Typing 
deadline 
12/10/18 

 

 

 

 

 

By 31/10/18 

All reporting 
officers and 
Management 
Team 

 

 

 

 

 

 

IT Manager 



 
 

 

PRIORITY GRADINGS 

1 URGENT 
Fundamental control issue on which 
action should be taken immediately. 

 2 IMPORTANT 
Control issue on which action should 
be taken at the earliest opportunity. 

 3 ROUTINE 
Control issue on which action should be 
taken. 
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Rec. Risk Area Finding Recommendation Priority Management 

Comments 

Implementation 

Timetable 

(dd/mm/yy) 

Responsible 

Officer 

(Job Title) 

Risk Management 

3 Operational The Risk Strategy states that a report 
on the highest risks is presented to the 
Audit and Scrutiny Committee quarterly. 

Risk reports, one of which was the 
annual report of the full register, were 
only presented in October 2017 and 
April 2018  

A report on the highest risks be 
presented to the Audit and Scrutiny 
Committee quarterly as required by 
the Risk Strategy. 

3 Agreed 

 

By 31/10/18 IT Manager 

GDPR 

4 Compliance The Authority had not documented a 
Data Protection Act 2018 Compliance 
Plan at the time of this review 
documenting all of the actions that need 
to be completed to ensure full 
compliance with the Act. 

A detailed Data Protection Act 2018 
Compliance Plan be documented as 
intended that details all of the 
necessary actions that need to be 
completed to ensure full compliance 
with the Act. 

2 Agreed 31 Dec 2018 IT Manager 

 



 
 

ADVISORY NOTE 

Operational Effectiveness Matters need to be considered as part of management review of procedures. 
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Operational Effectiveness Action Plan 
 

Ref Risk Area Item Management 

Comments 

Governance –  Performance Management 

1 Directed Consideration be given to the inclusion of comparative trend data for the same 
period in the previous year. 

 This will be addressed in the Annual Report, which includes comparators for 
2016/17. 

 

2 Directed The in-year colour coding assigned to indicate the status and progress of 
delivery of actions and measures be clearly defined to ensure a consistent 
interpretation by owners and readers of the performance report. 

 Refresher training will be considered for data managers to ensure consistency 
of approach. 

3 Compliance An assurance map recording each actions relating to the four key work areas 
be identified setting out where the delivery of the action is reported or monitored 
to ensure there are no gaps and to reduce potential duplication. 

This is an action for the Key Work Area Leads as part of the linkage between 
the National Park Management plan and performance reporting. 

4 Compliance Consideration be given to the delegation of responsibility for the monitoring of 
delivery to the most appropriate Management Team, Committee, Group or 
Board. 

Respective roles of Management Team and Audit and Scrutiny Cttee to be 
discussed at a workshop in October. 

5 Compliance Critical performance indicators be identified and the source of assurance and 
the progress of delivery of the indicator be reported to the Audit and Scrutiny 
Committee. 

Following a workshop Managers should undertake a full review of all existing 
Performance indicators in the light of Key Work Areas, strategic priorities and 
statutory reporting to ensure the right information is being collected and used 
effectively. 

6 Compliance Consideration be given to reporting performance indicators only once within the 
performance report. 

This also indicates a re-design and simplification of the data collection method 

Agreed; see above re purposes and duty replacing KWAs. 



 
 

ADVISORY NOTE 

Operational Effectiveness Matters need to be considered as part of management review of procedures. 
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Ref Risk Area Item Management 

Comments 

7 Compliance Consideration be given to the clarity of wording of the performance indicators to 
enable better understanding from those tasked with monitoring performance. 

There is some support for a review of the method/system used to collect, store 
and report on performance.  However, benefits would need to be offset against 
the costs of setting up and populating a replacement system which is suitable 
for this type of organisation, giving the required reporting/dashboard outputs. 

Risk Management 

8 Operational Consideration be given to the extension of the current risk management 
arrangements to provide a Board Assurance Framework to facilitate the Audit 
and Scrutiny Committee in its oversight of risk management arrangements. 

Could this be further clarified - or example provided?  Initial response is that 
this may be overly complex given the small size of the organisation.  Further 
details/an example is sought. 

Auditors Comment 

A template has been provided. 

9 Operational The next planned review date of the Risk Management Strategy be annotated 
on the face of the document to ensure timely review and update. 

Agreed 

GDPR 

No Operational Effectiveness Matters were identified during this review. 
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SCOPE AND LIMITATIONS OF THE REVIEW 

6. The scopes of the reviews were set out in the Annual Internal Audit Plan for 2018/19, which was agreed with Brecon Beacons National Park Authority. 

7. The limitations and the responsibilities of management in regard to this review are set out in the Annual Plan. 

8. The matters raised in this report are only those that came to the attention of the auditor during the course of the internal audit review and are not necessarily a 
comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use 
and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report 
has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report and 
specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report. 

ASSESSMENT OF THE KEY RISK CONTROL OBJECTIVE 

9. This review identified and tested the controls that are being operated by the Authority and an assessment of the combined effectiveness of the controls in mitigating 
the key control risks is provided. The assessments are: 

Substantial Assurance There is a robust system of internal controls operating effectively to ensure that risks are managed and process objectives achieved. 

Reasonable Assurance 
The system of internal controls is generally adequate and operating effectively but some improvements are required to ensure that risks are 
managed and process objectives achieved.  

Limited Assurance 
The system of internal controls is generally inadequate or not operating effectively and significant improvements are required to ensure that 
risks are managed and process objectives achieved.  

No Assurance There is a fundamental breakdown or absence of core internal controls requiring immediate action. 
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Detailed Findings 
 

 

System: Governance – Performance Management 

Evaluation Reasonable Assurance 

10. The following matters were identified on an exceptions basis. 

Background 

10.1 The Audit and Scrutiny Committee expressed concern about the completeness of the performance data presented to it at the April 2018 meeting. The audit 
of Performance Management was brought forward in place of the planned strategic planning audit in response to this concern. 

10.2 Performance Management has previously been audited by internal audit.  The most recent audit took place in 2016/17 providing adequate assurance.  Two 
significant recommendations were raised as follows: 

 Undertake a review of key performance indicators (KPIs) to ensure relevant and linked to strategic plan.   

 Introduction of a high level performance dashboard report for Audit and Scrutiny Committee.  

10.3 Both recommendations have been implemented. 

Performance Management 

10.4 The Brecon Beacons National Park Corporate Plan 2018/19 sets out the Authority's vision, including the numerous strategic priorities for the Authority and 
how these will be delivered and measured.   The Plan links to other plans and policies that'll help it achieve these priorities over the term of the Plan. A 
number of detailed activities are identified within the Corporate Plan covering six objective themes as follows: 

 managing park landscapes to maximise conservation and public benefits; 

 conserving and enhancing biodiversity; 

 provide opportunities for outdoor access and recreation; 

 raising awareness and understanding of the park; 

 building and maintaining sustainable communities, towns and villages; and 

 sustainable economic development. 

10.5 Further performance reporting is required against the seven objectives of the Wellbeing of Future Generations Act 2015. 
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10.6 The Authority has worked with the University of South Wales to identify four key work areas and four critical success factors and is working to align its 
management structure to these key work areas. 

Key Work Areas Critical Success Factors 

heritage relevance; 

landscapes and biodiversity; demonstrating excellence 

resilient communities resilience 

sustainable economic development shaping / leading our future 

10.7 It was noted that the Authority is currently seeking to deliver a new operational model which will deliver its purposes effectively while operating within a 
reduced cost environment.  This is planned to be delivered for the 2019/20 budget and has not been considered as part of this review. 

10.8 Stakeholders have been consulted in the development of the management plan, the corporate plan and the priorities and indicators. 

10.9 The IT and Systems Manager has overall responsibility for Performance systems and reporting.  The Management Team has overall responsibility for 
Performance Monitoring. 

10.10 The performance priorities and KPIs are recorded on the Authority's Performance Management System, Ffynnon (now known as AspireView) and are 
maintained by the relevant owner / Directorate.  The system also includes local performance indicators which illustrate the work of the Directorate in context 
of workloads, cases, statistics and targets.  

10.11 Complaints are presented to each meeting of the Audit and Scrutiny Committee.  A review of the complaints received during 2017/18 confirmed that none 
related to performance monitoring.  

10.12 The National Park Authority has delegated responsibility for the scrutiny of performance monitoring reports to the Audit and Scrutiny Committee.  This meets 
four times a year and performance monitoring is a standing agenda item. This was confirmed to the agenda and accompanying papers throughout the year. 

10.13 The Management Team has oversight of performance.  The system provides the ability to drill down into the underlying detail to challenge performance as 
required. 

10.14 The Audit and Scrutiny Committee currently receives a performance dashboard which is RAG rated and provides trend information based against the 
previous quarter and a detailed report.  The system permits historical trends to be identified and from discussions with staff it was evident that the historical 
data and trends are referenced when reviewing performance, but these do not form part of the report to the Committee.  The inclusion of comparator for the 
same period in the previous year may assist in providing assurance that progress is in line with expectations and comparable to the previous year. 

Operational 

 Effectiveness Matter: 1 
Consideration be given to the inclusion of comparative trend data for the same period in the previous year. 

10.15 The Detailed Performance Report includes two pie charts for each section of the report to illustrate the overall RAG status of the "measures" and "actions" 
where Red indicates that there is an issue requiring Senior Management review and Green represents no issues.  A supporting table stating each action, 
the owner, overall status, progress status, percentage complete, the RAG rating, trend and any comments is provided for each section. 
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10.16 The RAG rating is relatively simplistic and may be misleading to report readers during the year.  Green coded items are not complete but on track for 
completion/delivery.  Similarly, from discussion with indicator owners, a red coded item does not necessarily mean that there is an issue, but the target has 
not been achieved to date.  The different interpretations indicate that there may be a need to clarify how the RAG rating is assigned to each of the actions 
or measures in order to provide an accurate representation of progress and areas of concern.  These could include the use of amber for those areas that 
are in line with expectations in the year to date but which have not yet been completed. 

Operational 

 Effectiveness Matter: 2 

The in-year colour coding assigned to indicate the status and progress of delivery of actions and measures be clearly 
defined to ensure a consistent interpretation by owners and readers of the performance report. 

10.17 The IT and Systems Manager reported to the July Audit and Scrutiny Committee that there is currently a bug in the system which impacts on the accuracy 
of the ‘Progress Status’ and ‘Overall Status’ fields for which a solution is currently being pursued, so a recommendation has not been raised.  In the interim, 
the detailed table provides the relevant information to assess progress. 

10.18 The Performance Dashboard provides a summary table for each of the four key work areas which lists the title of each of the priorities and their current RAG 
status (colour coded) with a trend indicator.  The key work area is also RAG rated and includes a trend indicator. 

10.19 The performance reports are presented to the Committee for noting.  It was noted that there had been challenge in recent meetings regarding the incomplete 
data provided in the performance monitoring reports and this had been explained  in several ways: 

 annualised measures for which data would not be available; 

 staff workloads; and 

 timing of the meetings. 

10.20 The Members at the most recent meeting (July 2018) were minuted as noting a significant improvement in the completeness of the data.  It has also been 
resolved that in future, where there are gaps in the report, the owner will be required to attend the Audit and Scrutiny Committee to provide an update.  It is 
expected that this will re-emphasise the importance attached to performance reporting and monitoring. 

10.21 A final performance report is presented to the Audit and Scrutiny Committee meeting each April.  The following meetings then receive performance reports 
relating to the current financial year.  It was observed that the final performance report to the Audit and Scrutiny Committee for 2016/17 was presented in 
April 2017 and that there were a number of gaps in performance reported, for example, six of the measures relating to the 2016/17 Vitality and Viability of 
Communities and their Businesses area had not been updated at the year end and had been coded as “NONE” rather than the RAG rating. This was also 
identified in the April 2018 meeting in respect of the 2017/18 year-end report.  In both cases, no further reference was made to the unreported performance 
in the next meeting.  Consequently, the Audit and Scrutiny Committee did not receive a final report on performance for the year.  

Recommendation: 1 The year-end performance report be updated in full prior to presentation to the Audit and Scrutiny Committee. 

Priority 2 
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10.22 A full report on the performance against the corporate plan is provided in the Annual Report, which is submitted to the Wales Audit Office and published on 
the Authority’s website.  The 2017/18 annual report was not available at the time of this review, however the 2016/17 annual report, dated November 2017, 
was obtained and it was confirmed that performance had been reported against each of the four improvement priorities (or key work areas) using a RAG 
colour coding as follows: 

 Green – achieved or exceeded target; 

 Amber – fell just short of the target; and 

 Red – fell considerably short of the target. 

10.23 All but two of the actions or measures had been achieved.  In both cases an explanation was provided for the failure to achieve the target.   

10.24 It was confirmed that the Annual Report 2016/17 was reviewed and approved at the November 2017 National Park Authority meeting following a discussion 
and clarification of the Red rated areas. 

10.25 A sample of performance indicators was selected by the Management Team for further review as follows: 

 Keeping up with the financial/project delivery profile; 

 Meeting Actions set out in the 2015 – 2020 National Park Management Plan; 

 No businesses trained/attended conferences (2017); 

 BBCOM1iii The public ratio as a result of SDF, including in kind contributions;  

 BBED1m Education total numbers annualised; and 

 BBED3m Number of participants receiving National Park Messages through the medium of Welsh. 

10.26 Meetings were held with the nominated owner of each performance indicator to gain an overview of how the performance indicator was managed during the 
year including the completeness and accuracy of the information reported on Ffynnon and provided to the Audit and Scrutiny Committee. 

Keeping up with the financial/project delivery profile and Meeting Actions set out in the 2015 – 2020 National Park Management Plan 

10.27 These performance indicators relate to Corporate Improvement Priority 2 (key work Area 2 – Landscape and Biodiversity) which is included in the 2017/18 
Corporate Plan as follows:  

 Through effective partnership, facilitation, practical action and the planning function the National Park’s landscapes and biodiversity will benefit from 
broad-scale targeted and promoted conservation projects; and 

10.28 The Natural Resources Management Team was responsible for delivery of the improvement priority and the Natural Resources Manager identified the two 
indicators as an effective means of monitoring compliance in terms of financial management and delivery.  
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10.29 Progress was recorded on Ffynnon on a quarterly basis and the following indicates the year end position: 

Improvement Priority Objectives Corporate Performance Report Action Outcome 

Reducing land based carbon emissions and restoring 
upland habitats 

No direct link to a performance indicator on the performance monitoring report 

Waterfall Country: - Service Level Agreement with NRW LB8 – Waterfall County SLA Green  - Complete 

Black Mountains: - Black Mountains Land Use 
Partnership Sustainable Management Scheme 

LB5 – Black Mountains LUP Green – In progress  

Research Programme and Strategic Research 
Partnerships 

LB7 – Research Conference Green – in progress 

Local Biodiversity Action Plan (Local Nature Recovery 
Plan) 

LB6 – Nature Recovery Action Plan Amber – work in progress 

10.30 Review of the performance reports indicated that a detailed narrative update had been presented to update progress in delivering the required action, with 
the exception of reducing land based carbon emissions and restoring upland habitats, which did not appear as a unique performance indicator on the report 
but was addressed through a variety of measures. 

10.31 A detailed table provided a breakdown of the indicators that had been applied by the Natural Resources Management Team (NRMT) in identifying financial 
progress internally including: 

 Budget reports; 

 Annual reports 

 Project appraisal reports submitted to Welsh Government. 

10.32 The second indicator applied related to the Brecon Beacons National Park Management Plan 2015-2020.  This plan, which is a requirement of section 66(l) 
of the Environment Act 1995, builds on the previous management plan which was developed following widespread public consultation and informs future 
policies and priorities and the Corporate Plan.  It includes the six themes that are also incorporated in the corporate plan and a series of actions to ensure 
the goals are met.  The Management Plan must be reviewed and updated at least every five years. 
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10.33 The detailed table adopted by the NRMT sets out which actions within the Management Plan correspond to each of the improvement priority objectives 
above. For example, the Waterfall Country Service Level Agreement is mapped to the following: 

WATERFALL COUNTY SERVICE LEVEL AGREEMENT – MANAGEMENT ACTIONS 2017/18 

Theme Action How progress will be reported - indicator 

Theme 1: Managing park landscapes to 
maximise conservation and public benefits 

 Action 16: prioritise and plan management of four 
focal areas, being Mynydd du, Waterfall Country, 
Llangasty Caeau ty-Mawr and Black Mountains; and 

 Action 21: enhance the visitor experience of the 
Parks wildlife, farming, landscape and environment. 

 Landscape character assessment; 

 Scheduled ancient monuments and listed 
buildings at risk; and 

 Condition of regionally important geodiversity 
sites. 

Theme 3: Provide opportunities for outdoor 
access and recreation for the benefit of health 
and wellbeing 

 Action 43: communicate information om safety and 
ecosystems; 

 Action 44: maintain access to water; and 

 Action 46:  increase the health and wellbeing benefit 
by excluded groups. 

 % of rights of way that are easy to use; 

 Erosion on upland paths; and 

 Visitor satisfaction. 

Theme 4: Raising awareness and understanding 
of the Park 

 Action 52: increase opportunities for volunteering; 

 Action 53:increase opportunities for excluded 
groups to derive health and wellbeing benefits; 

 Action 60: encourage and promote sustainable 
uses; 

 Action 63: improve visitor confidence. 

 Number of outdoor education centres; 

 Number of settlements benefitting from 
interpretation and / or information panels; and 

 Ratio of staying visitors and day visitors. 

10.34 Monitoring is largely undertaken at project level on the basis that there is a budget for the project and the project is delivered.  There is no resource to 
evaluate the effectiveness of the outcome in an ecological context, purely that the work planned has been undertaken. 

10.35 The layers to monitoring and reporting the achievement of the corporate plan objectives are complex and require collaboration with partners in many cases 
and this is why the additional table has been prepared by the NRMT to demonstrate where the data may be obtained to support delivery.  For example, 
review of the Audit and Scrutiny Committee agenda for April 2018 confirmed that a paper was presented that provided a position statement and update on 
the priority actions relating to the National Parks Wales Together for Health and Well-being Update.  Closer review of the paper indicated that progress was 
reported against the following priority actions: 

 Raise awareness of the health and well-being benefits opportunities of National Parks; 

 Continue to develop evidence based-policy and practice in relation to health and wellbeing and the natural environment and landscape features; and 

 Maximise opportunities for all people in Wales to access the health and wellbeing benefits of the natural environment and landscape features of 
National Parks.   
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10.36 Considerable parts of the report demonstrated the performance in respect of the themes and actions underpinning the Waterfall County Service Level 
Agreement indicator summarised in the table above.   Consequently, the narrative updates provided on Ffynnon and on the overarching performance report 
presented to the Committee provide a high level overview of the much more detailed work that is ongoing elsewhere.   

10.37 Because of the complexity of the area and the various means of reporting and monitoring progress, it would be a valuable exercise to effectively produce an 
assurance map of who is responsible for each component action and to identify how the achievement of the action is monitored or reported.   

Operational 

 Effectiveness Matter: 3 

An assurance map recording each actions relating to the four key work areas be identified setting out where the delivery 
of the action is reported or monitored to ensure there are no gaps and to reduce potential duplication. 

No. businesses trained/attended conferences (2017) 

10.38 The indicator is reported under the Sustainable Economic Development work area in the performance monitoring report.  The Corporate Plan for 2018/19 
states that the Authority will continue to engage businesses and communities in National Park Objectives through the Ambassadors programme and business 
training events by retaining at least 150 Ambassadors, holding more than 15 business focused training days and directly engaging with over 500 business 
and community contacts over the year.  This is consistent with the target in the 2017/18 Corporate Plan. 

10.39 Responsibility for the indicator is assigned to the Sustainable Tourism Manager for update.   

10.40 It was noted that performance had not been reported in the year-end report for 2017/18 and that no performance data had been included in the first quarter’s 
report for 2018/19.  

Recommendation: 2 All performance indicator owners be required to provide a commentary or performance statistics for each quarterly 
performance report. 

Priority 2 

10.41 The Sustainable Tourism Manager provided a published report, “The Destination Partnership Report 2017” which provided all the required data for the 
indicator and demonstrated that the targets had been achieved.  This is a joint publication between the National Park Authority and Brecon Beacons Tourism 
who work together as the Brecon Beacons Sustainable Destination Partnership.  The partnership has a Sustainable Tourism Strategy 2017-2022 and 
Destination Action Plan 2017-2020 which is aligned to the Corporate Plan. 

10.42 This strategy sets out a “set piece” calendar of meetings in a single year designed to engage with businesses.  The Strategy also addresses the Ambassador 
scheme.  The Partnership has its own Board and a Delivery and Reporting Group which will monitor the delivery of the indicator.  Consequently, performance 
is being monitored through a different forum throughout the year.  This information was reviewed and confirmed to the underlying data as accurate.   

10.43 In order to reduce duplication of effort, or in this case a perceived lack of reporting, it may be of benefit review the current reporting arrangements and to 
delegate responsibility for the in-year monitoring of this indicator to the Delivery and Reporting Board of the Brecon Beacons Sustainable Destination 
Partnership. This review could be undertaken in conjunction with the assurance mapping review suggested in Operational Effectiveness Matter 3 above. 

Operational 

 Effectiveness Matter: 4 

Consideration be given to the delegation of responsibility for the monitoring of delivery to the most appropriate 
Management Team, Committee, Group or Board. 
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10.44 In addition, it might be of value to identify the critical performance indicators which will continue to be reported to the Audit and Scrutiny Committee via the 
dashboard but with the inclusion of the source of assurance that the reported indicator has been subject to scrutiny and challenge.  The Committee would 
then be able to call in representatives from the “assurance provider” to evidence the performance or to explain the actions being taken to address any 
slippage where a red or amber RAG rating had been reported against a critical indicator. 

Operational 

 Effectiveness Matter: 5 

Critical performance indicators be identified and the source of assurance and the progress of delivery of the indicator 
be reported to the Audit and Scrutiny Committee. 

BBCOM1iii The public ratio as a result of SDF, including in kind contributions 

10.45 The indicator is reported under the Resilient Communities work area within the Quarter 1 Performance Report, where it is currently showing a green RAG 
status, indicating no issues.  The indicator is owned by the Sustainable Communities Manager. 

10.46 Further review of the first quarter’s performance report indicated that the indicator was also included under the Sustainable Economic Development heading, 
so had been reported twice.  The performance information was consistent in both cases, although the actions assigned to the owner were different. In this 
instance, it was only indicator that was reported, with the remaining four indicators on the detailed table providing no information on actual or target 
performance or a RAG rating. 

Operational 

 Effectiveness Matter: 6 
Consideration be given to reporting performance indicators only once within the performance report. 

10.47 The meaning of the indicator is not immediately clear and requires explanation or reference to the Corporate Plan or the detail available on drilling down 
within Ffynnon for those not familiar with this area,.  It relates to the Sustainable Development Fund (SDF), which is used to support community resilience 
and the level of matched funding obtained to support the projects.  The target is set as achieving 1(£SDF):2(£match-funding).  At the time of audit the 
indicator was reported as 1:2.57, that is £2.57 of matched funding had been obtained for every £1 of the SDF.  This indicator also links to the Wellbeing of 
Future Generation targets. 

Operational 

 Effectiveness Matter: 7 

Consideration be given to the clarity of wording of the performance indicators to enable better understanding from 
those tasked with monitoring performance. 

10.48 The information is calculated manually and input into Ffynnon by the Sustainable Communities Officer.  The most recent data for March 2018 was tested 
and agreed back to supporting data. 

10.49 The target was delivered in 2017/18. 

BBED1m Education total numbers annualised; and BBED3m Number of participants receiving National Park Messages through the medium of Welsh. 

10.50 The above performance indicators are both reported under the Resilient Communities work area in the Quarter 1 Performance Report and are owned by the 
Education Manager.  Both indicators are long running measures arising from a project undertaken in 2008 on behalf of all National Parks to measure the 
benefit of education studies, but it was noted that they also align well to the Wellbeing of Future Generations requirements.  
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10.51 Both indicators are currently reported as a green RAG status with no issues highlighted. 

10.52 The data is captured monthly on the basis of organised attendance at the Park’s centres, outreach and residential learning.  Data reported was verified to 
the underlying data and confirmed as accurate. 

10.53 The target for education numbers annualised of 5,000 was delivered in 2017/18. 
 

System: Governance – Risk Management 

Evaluation Substantial Assurance 

11. The following matters were identified on an exceptions basis. 

11.1 Risk Management was last subject to internal audit review in March 2016 (2015/16) where an adequate assurance opinion was given.  Recommendations 
were raised in respect of the following areas, all of which have been reported as complete: 

 review of risk management arrangements; 

 format and presentation of the risk register; and 

 defining the scoring criteria in further detail. 

11.2 The Authority uses Aspireview (previously known as Ffynnon), a web based system for the maintenance of the risk register.  The  register is subdivided into 
several registers including a register for each of the three Directorates: 

 Corporate Services 

 Planning; and  

 Countryside and Land Management. 

11.3 Separate project registers are also maintained, generally in response to specific funding requirements. 

11.4 The Heads of Service Area are responsible for the updating and maintenance of the local register.  The IT and Systems Manager (Data Protection Officer) 
has oversight of the risk management processes and is the day to day contact for operational issues relating to them.   

11.5 The Management Team reviews the registers on a monthly basis, and carries out a full review quarterly, providing a means of moderating the risks across 
the cross cutting areas and identifying the highest risks for reporting to the Audit and Scrutiny Committee. 

11.6 The terms of reference of the Audit and Scrutiny Committee, which meets quarterly, include the following responsibility in respect of risk management: 
"Setting the strategic approach to risk and approving changes to the Risk Register". 

11.7 The National Park Authority has delegated responsibility for oversight of risk management to the Audit and Scrutiny Committee.  The review of the risk 
register is a standing item on the Audit and Scrutiny Committee's agenda.  The register is reviewed in full annually, with the highest risks from both local, 
corporate and project registers reviewed at all other meetings. 
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11.8 Although a formal board assurance framework has not been developed, the risk register includes the sources of assurance available for each risk.  These 
tend to be level two (that is internal committee and scrutiny arrangements) and level three (independent) sources of assurance.  

Operational 

 Effectiveness Matter: 8 

Consideration be given to the extension of the current risk management arrangements to provide a Board Assurance 
Framework to facilitate the Audit and Scrutiny Committee in its oversight of risk management arrangements. 

11.9 The members of the Audit and Scrutiny Committee have been provided with training by the IT and Systems Manager on appointment.  This provides an 
oversight of risk management principles and provides a foundation for their scrutiny role. 

Risk Management Strategy 

11.10 A Risk Management Strategy was approved by the Authority in September 2016 as required by the previous internal audit review. 

11.11 .  The date of next review is not currently stated on the Strategy, only that it will be reviewed periodically. 

Operational 

 Effectiveness Matter: 9 

The next planned review date of the Risk Management Strategy be annotated on the face of the document to ensure 
timely review and update. 

11.12 This provides a formal definition of risk and sets out the processes for identifying, analysing and evaluating risks, and the options available for each risk, 
namely Treating, transferring, avoiding or reduction of the risk.  Service Managers are responsible for the identification and delivery of mitigating controls or 
contingency arrangements. 

11.13 The risk appetite is also defined in the strategy which notes that this is a matter for the Members whilst noting that historically there is a relatively low level 
of risk tolerance in recognition of the size of the Authority and its relative vulnerability threshold. 

11.14 There are direct links to the strategic plan for some of the risks, but other risks, particularly the directorate risks are more operational in nature. 

The Risk Register 

11.15 A risk register is maintained by each Directorate; Chief Executive/Corporate Services, Planning and Countryside and Land Management.  These registers 
are recorded on Aspireview (Ffynnon), which retains a history of changes and who made them. The review of the risk register is a standing agenda item at 
monthly Directorate team meetings  It is the responsibility of the Directorates to escalate high risks to the Management Team for further consideration, and 
they in turn will highlight risks to the Audit and Scrutiny Committee.  Changes arising from the CMT review are recorded on the register by the IT and Systems 
Manager. 

11.16 The three by three scoring matrix is adopted in all cases and the Management Team will look across the Directorate Registers as a matter of course while 
reviewing the register and will challenge variations in scoring and ensure that the cores are proportionate.  The previous internal audit report recommended 
that the scoring criteria were defined in greater detail.  It was noted that the high, medium and low definitions remain unchanged, and the Members of the 
Authority considered the scoring to be sufficiently intuitive to not require further definition or expansion.  

11.17 The risk matrix has a range of colours from Dark Green (lowest risk rating), Green, Amber, Red and Dark Red (highest risk rating), highlighting the significance 
of the risks. The colours are also used for reporting purposes. 
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11.18 The register includes a section entitled “event” which allows the risk owner to document if the risk has crystallised or occurred.  The IT and Systems Manager 
stated that a risk may have occurred but this could still be categorised as green on the register, reflecting the impact score.  This element of the register is 
helpful to the Authority as it facilitates a lessons learned particularly from health and safety and complaints. 

11.19 Aspireview (Ffynnon) includes mitigating controls and contingency arrangements in addition to planned actions which include the action owner, the date the 
action was started and completed and a facility to allow comments on progress. 

Reporting 

11.20 The Strategy states that the Audit and Scrutiny Committee receives a report on risk on the highest risks on a quarterly basis and the full register annually.  A 
review of the agenda and minutes of the Audit and Scrutiny Committee confirmed that the register had been presented on only two occasions during 2017/18 
as follows: 

Audit and Scrutiny Committee date Risk register presented 

13th July 2018 No 

27th April 2018 Yes – highest risks 

26th January 2018 No 

20th October 2018 Yes – full register 

21st July 2017 No 

19th June 2017 No – limited agenda meeting 

28th April 2017 No but risk management 
arrangements referenced in Annual 

Governance Statement 

 

Recommendation: 3 A report on the highest risks be presented to the Audit and Scrutiny Committee quarterly as required by the Risk 
Strategy. 

Priority 3 

11.21 The Audit and Scrutiny Committee provide assurance to the Authority on risk management arrangements and this was confirmed to the Annual Governance 
Statement which was presented to the Authority in June 2018.  

11.22 The previous internal audit report identified a number of potential improvements to the risk register and was noted that these had largely been taken on board 
and the register presented to Audit and Scrutiny Committee provided the following information: 

 An extended description of the risk in addition to the title to ensure the risk is clear to the reader; 

 The inclusion of an arrow to indicate the movement in each risk since the previous review; 
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 The controls in place to mitigate the risk and any relevant contingency arrangements; 

 Inclusion of both the inherent and residual (post control) risk; and 

 Comments on date of last review and any changes. 

11.23 Review of the reports to the Audit and Scrutiny Committee indicated that the format of the report presented had changed.  In the October 2017 meeting, all 
risks had been presented for each Directorate.  The April 2018 meeting received a report on the highest risks only, indicating that the presentation of the 
register is evolving to reflect the requirements of the Committee. 

11.24 The format of the most recent report to the Audit and Scrutiny Committee included the current risk score (i.e. the residual risk score) and the target score, 
which reflects the risk appetite of the Authority.  A brief narrative was also provided to indicate when the risk was last reviewed by CMT and to explain any 
changes.  For example, the current scoring of risk 22, “Inadequate general reserves” had been amended to a probability of “Likely” until the agreement of 
the three year budget.  For each of the three risks reported, the mitigation was completed including current work being undertaken to move the risk score 
towards the target scoring. 

 

System: GDPR 

Evaluation Reasonable Assurance 

12. The following matters were identified on an exceptions basis. 

12.1 Data Protection/European Union General Data Protection Regulation (GDPR) awareness training has been delivered to Members and a staff awareness 
campaign has been completed. All staff are required to complete the TIAA Information Governance e-learning package by 20th July 2018. Progress in 
completing the package is monitored and it was identified that 85 staff (65%) had completed the package by the 25th June with four members of staff (3%) 
having started the package and 41 staff (32%) not having started the training. 

12.2 A detailed information asset register (IAR) that details all of the electronic and hard copy data held by the Authority that contains personal information is 
being developed. The IAR will become a working document once it has been completed that will be maintained and updated as required. The IAR includes 
documents and databases that contain personal data that have been put together by individuals by extracting data from the Authority's core systems. The 
IAR will be reviewed by the Data Protection Officer (DPO) for completeness to ensure that all relevant information has been identified and assessed. 

12.3 The Authority's main Privacy Notice has been updated and other Privacy Notices are being updated as required including the privacy notices for volunteers 
and the Local Development Plan Team. Privacy Impact Assessments (PIA) have been completed for the Local Development Plan Team. One of the task 
identified for inclusion within the Authorities Data Protection Compliance Plan is to review all of the Local Development Plan Team's policies, procedures and 
processes to ensure that they are fully compliant with the DPA 2018. 

12.4 All requests made under the DPA 2018 individual rights will be made through the Corporate Services Officer. The Authority has reviewed its processes to 
ensure compliance with the reduction in days under the DPA 2018 to complete SAR. The DPO will have oversite of all DP related requests. 
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12.5 The Authority has historically received very few subject access requests (SAR) and there have been no SAR or requests under the right to be forgotten 
received since the 25th May 2018 when compliance with GDPR became mandatory. 

12.6 The Authority has established that the legal basis for collecting personal information will be either Public Task or contractual for the majority of the personal 
data that it collects. Individual consent will be required for inclusion on mailing lists and a consent requirement is already in place for the use of cookies on 
the Authority's web site. Release forms are being introduced for inclusion on photographs taken at events. 

12.7 The Authority does not process children's information. Information relating to children visiting the National Park during school visit is collected and managed 
by the group's responsible person who advises the authority of the types of risks that the Authority needs to be aware of during the visit but do not identify 
the individuals. For example, the Authority were advised during a recent school trip that two of the visitors suffered from asthma and that one had an allergy 
to peanuts but the individuals were not personally identified as the Authority did not need to know the individual identities to be able to manage the risks. 

12.8 A data breach procedure and process is in place that is fully compliant with the requirements of GDPR to notify any breaches that include personal information 
to the ICO within 72 hours of the data breach being discovered. 

12.9 Discussions with the IT and Systems Manager identified that he is planning on reviewing the Authority's backup and log management arrangements to ensure 
that they fully comply with the DPA 2018 regarding data retention as the oldest backup tape currently held relates to 2012 although it was identified during 
the review that all backup tapes are encrypted preventing access to the data they contain in the event of a backup tape being lost or stolen. 

12.10 The IT and Systems Manager has been appointed as the Authority's Data Protection Officer. The IT and Systems Manager also undertakes the IT 
management role at Pembrokeshire National Parks Authority where he has also been appointed as the Data Protection Officer. These multiple roles will 
inevitably result in potential conflicts of interest and possible resource issues and these will need to be managed by the Authority should they occur. 
Discussions with the Authority’s Chief Executive during this review identified that he was fully aware of the potential for conflicts of interest or resource issues 
and would be the first point of contact for reporting and addressing these should they occur. 

12.11 The United Kingdom Information Commissioner will be the relevant Data Protection Supervisory Authority for the Authority. 

12.12 The Authority had not prepared a Data Protection Act 2018 compliance plan at the time of this review although discussions with the IT and Systems Manager 
identified that work was in process for preparing a compliance plan that would include all outstanding actions necessary for full compliance with the Act 
including linking the Privacy Policy to e-mail disclaimers, reviewing and amending the Data Protection Policy to ensure full compliance with the Act, following 
up on outstanding Data Protection Impact Assessments (DPIA) to ensure that these are completed for all areas where a DPIA has been identified as 
necessary, ensuring that all staff have completed the electronic information governance training package, confirming that appropriate arrangements are in 
place to train new staff at induction and ensuring that appropriate refresher training arrangements are in place for staff and Members, updating the Risk 
Management Policy for data protection related risks, documenting a comprehensive document retention policy, refining and updating the information asset 
register, fully documenting processes for dealing with data subject rights including the right to be forgotten and ensuring all privacy notices are regularly 
reviewed. 

Recommendation: 4 A detailed Data Protection Act 2018 Compliance Plan be documented as intended that details all of the necessary actions 
that need to be completed to ensure full compliance with the Act. 

Priority 2 

--------------- 


